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Chicago, IL, Area Office

Case Title:
Village of Crestwood, IL

Subject of Report:

Copies to: Related Files:

Reporting Official and Date: Approving Official and Date:

 SA , SAC

DETAILS

During the April 29th, 2009 execution of a search warrant at the Village 

of Crestwood, IL village hall,  NCFL team members SA , NCFL 

Jacksonville, FL, and SA , Cleveland Resident Office, 

provided computer forensic support in the acquisition of digital 

evidence.  During the warrant the below described computers/files/media 

were forensically copied (imaged).  No original computers or storage 

media were seized. 

System #1  

Primary Known User or Purpose: 

Location Found: Room I PC1

Make and Model: HP Pavilion Slimline

System Serial No.: CNH734DODVM

Hard Drive Make/Model: Hitachi Deskstar

Hard Drive Serial No.: VFJ201R8OSJEX

System #2   

Primary Known User or Purpose:

Location Found: Room F PC2

Make and Model: IBM NetVista

Hard Drive Make/Model: IBM DeskStar IC35L040AVVN07-0

Hard Drive Serial No.: 11S07N9682Z1Z62US7KRVF

System #3 

Primary Known User or Purpose: City Clerk

26-MAY-2009, Signed by:  III, SA 02-JUN-2009, Approved by:  SAC

Activity Date:

April 29, 2009

SYNOPSIS

04/29/2009 - On April 29th, 2009 the National Computer Forensics Lab 

(NCFL) provided computer forensic support in the execution of a federal 

search warrant at the Village of Crestwood, IL, village hall.
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Location Found: Room F PC3

Make and Model: HP Compaq dc5000SFF

System Serial No.: MXL43101YL

Hard Drive Make/Model: WD Caviar 

Hard Drive Serial No.: WCAJ61326007

System #4   

Primary Known User or Purpose: 

Location Found: Room F PC4

Make and Model: Compaq DeskPro EN

Hard Drive Make/Model: Maxtor DiamondMax Plus 9

Hard Drive Serial No.: Y2M3QWTE

System #5

Primary Known User or Purpose:  City Clerk

Location Found: Room G, PC5

Make and Model: Compaq Deskpro EN

System Serial No.: 6122DYSZE738

Hard Drive Make/Model: WD Caviar WD200BB-SOCJAO

Hard Drive Serial No.: WMAE81181882

System #6

Primary Known User or Purpose:  

Location Found: Room F PC6

Make and Model: HP Compaq

Hard Drive Make/Model: Seagate ST 340014A 

Hard Drive Serial No.: 5JXBZJTG

System #7   

Primary Known User or Purpose: 

Location Found: Room F PC7  

Make and Model: Acer Core 2

Hard Drive Make/Model: Seagate 

Hard Drive Serial No.: 5LSH954N

System #8   

Location Found: Room M PC8

Make and Model: HP Comaq dc5000SFF

System Serial No.: MXL43408BC

Hard Drive Make/Model: Western Digital WD400BB

Hard Drive Serial No.: WMAJ71472242
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System #9   

Primary Known User or Purpose:

Location Found: Room J PC9

Make and Model: HP Compaq dc5000SFF

System Serial No.: MXL43101YX

Hard Drive Make/Model: Western Digital WD400

Hard Drive Serial No.: WCAMD1878661

System #10   

Primary Known User or Purpose: File Server

Location Found: Room A PC10

Make and Model: Compaq Proliant ML370

Hard Drive Make/Model: RAID (Data Acquired via FIM)

Hard Drive Serial No.: RAID (Data Acquired via FIM)

The forensic copies (images) referenced above are being stored at the 

NCFL.  The forensic analysis of the evidence will be assigned to an NCFL 

Agent.  The results of the forensic analysis will be reported via a 

separate IAR upon completion.
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